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ABSTRACT 

This research critically examines the efficacy of Indonesia’s legal frameworks in providing 

comprehensive investor protection and enforcing data security and privacy within digital 

crowdfunding ecosystems. Employing a qualitative literature-based approach and thematic 

synthesis, the study analyzes statutory instruments, including OJK regulations and Law No. 27 

of 2022, alongside empirical evidence from platform operations and scholarly studies. Results 

indicate that although normative regulatory structures exist to safeguard investor and data 

interests, significant challenges remain due to the persistence of enforcement gaps, legal 

ambiguities, and fragmented supervisory practices. Observed shortcomings in information 

disclosure, dispute resolution procedures, and data governance standards continue to undermine 

market confidence and legal certainty. Comparative analysis with international regulatory 

regimes underscores the need for more prescriptive mandates, rigorous external audits, and 

harmonized implementation protocols. The study recommends multi-level reforms focusing on 

preventive, detective, and corrective legal mechanisms, cross-institutional coordination, and the 

adoption of advanced technological regulatory tools. Findings contribute to the academic 

discourse by mapping the intersection between law, technology, and investor protection, with the 

potential to inform future policy direction and contribute to the sustainable growth of digital 

crowdfunding. This research offers key insights for policymakers, legal scholars, and industry 

actors towards realizing a secure, transparent, and equitable digital financial landscape. 

Keywords: crowdfunding, investor protection, OJK regulation, data privacy, personal data 

protection, dispute resolution, legal compliance. 

INTRODUCTION 

The exponential growth of financial technology has catalyzed a transformative shift in the 

management and dissemination of investment resources, with digital crowdfunding emerging 

as a prominent mechanism for democratizing access to capital. Within this legal landscape, 

jurisdictions continuously encounter the necessity of recalibrating their regulatory frameworks 

to protect stakeholders, especially investors, from evolving risks inherent to technology-driven 

transactions. In Indonesia, the proliferation of digital crowdfunding platforms has enabled a 

broader section of society to participate in financial markets, thereby expanding the inclusivity 

of investment practices. Nevertheless, this rapid expansion presents a concomitant challenge: 

ensuring that legal recognition of digital crowdfunding comprehensively safeguards the 

interests of all participants under clear and enforceable legal norms (Aziz, 2024). 
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As the adoption of crowdfunding services accelerates, concerns surrounding the legal certainty 

of transaction mechanisms and the adequacy of investor protection continue to intensify. The 

fundamental premise of digital crowdfunding—enabling individuals and businesses to raise 

funds from the public via online platforms—raises complex regulatory questions pertaining to 

compliance, transparency, and the enforceability of financial liabilities. Literature suggests 

that, although these platforms hold significant promise for broadening entrepreneurial 

opportunities, unresolved legal ambiguities and the proliferation of unauthorized operators 

exacerbate risks faced by less sophisticated investors (Nugroho, 2023). The Indonesian 

Financial Services Authority (OJK) has promulgated pivotal regulations, most notably 

Regulation No. 37/POJK.04/2018 and No. 57/POJK.04/2020, seeking to provide legal clarity 

and establish procedural safeguards. Despite these regulatory interventions, structural 

vulnerabilities remain, particularly regarding the prevention of fund misuse, legal redress, and 

institutional accountability. 

Contemporary research further underscores multifaceted issues arising from the intersection of 

technological innovation and legal norms within crowdfunding ecosystems. For instance, 

Pratama (2022) highlights the complexities inherent in regulating digital foreign investment 

practices, identifying gaps that persist even with the introduction of technology-based 

crowdfunding. Furthermore, the paradigm shift toward widespread digitalization necessitates 

a reconsideration of established legal doctrines to counteract the proliferation of fraudulent 

schemes and the exploitation of regulatory blind spots. Investor privacy and data protection 

present additional challenges, with studies by Shalihah and Shariff (2022) demonstrating 

significant barriers to data security and personal information management, which directly 

affect the psychological and financial well-being of market participants. 

From a doctrinal perspective, a robust legal framework for crowdfunding necessitates a 

principle-based approach that harmonizes the rights and responsibilities of all involved actors. 

Precedents in Indonesian jurisprudence reveal that the application of existing criminal law 

elements, such as those addressing money laundering, intersects substantially with the 

operational realities of digital crowdfunding (Rusianto et al., 2023). Furthermore, the legal 

status and effectiveness of electronic contracts, as examined by Sulaiman et al. (2023), 

underscore the necessity for sophistication in legislative drafting to ensure enforceability, 

transparency, and accountability in digital transactions. These complexities are amplified by 

evolving jurisprudence and the demand for adaptive regulatory measures that can sustain public 

trust and market stability. Ultimately, the formulation of legal norms governing crowdfunding 

must reconcile technological realities with legal imperatives to realize meaningful investor 

protection without stifling innovation. 

The primary challenge facing digital crowdfunding in Indonesia is the fragmentation between 

regulatory aspirations and operational realities, perpetuating ongoing uncertainty for investors 

regarding the security of their investments. Although the OJK has issued comprehensive 

regulations aimed at standardizing platform operations and investor protection, enforcement 

remains insufficient to deter unlicensed actors and prevent systemic abuse (Aziz, 2024; 

Nugroho, 2023). Unregulated platforms continue to evade supervision, thereby exposing 

investors, particularly those unfamiliar with financial complexities, to heightened risks of 

fraud, data theft, and capital loss. 
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Investor protection remains suboptimal due to systemic gaps in regulatory frameworks 

governing information disclosure, risk assessment, and dispute resolution. Retail investors, 

lacking the sophistication and resources of institutional actors, are particularly vulnerable to 

misleading representations, inadequate vetting mechanisms, and opaque terms of service 

(Pratama, 2022). This vulnerability is exacerbated by the limited availability of clear legal 

remedies for losses incurred through non-performing projects or fraudulent schemes. 

Moreover, investor recourse under current regulations is inadequate, as most resolutions are 

predicated on civil claims, which are slow, costly, and frequently unsuccessful in practice 

(Shalihah & Shariff, 2022). 

Data privacy and cybersecurity risks represent another significant dimension of deficiency in 

the current legal structure regulating digital crowdfunding platforms. With the proliferation of 

personal data collection, including sensitive financial information, many existing platforms fail 

to meet optimal standards of data protection, increasing the risk of unauthorized access and 

misuse. The implementation of cybersecurity regulations lags behind the pace of technological 

progression, further undermining investor confidence. As a result, the absence of tailored 

dispute resolution mechanisms and the existence of inadequately enforced procedural 

protections perpetuate systemic uncertainty and legal ambiguity (Sulistiono et al., 2024; 

Sulaiman et al., 2023; Rusianto et al., 2023). 

Analysis of the regulatory landscape reveals that securing legal certainty and investor protection 

within digital crowdfunding frameworks is imperative for sustaining public trust in financial 

innovation. The vulnerability of retail investors to fraud, mismanagement, and information 

asymmetry highlights the need for durable legal safeguards and transparent supervisory 

mechanisms. Addressing the legal intricacies of digital crowdfunding platforms is instrumental 

in supporting market growth and upholding the integrity of the digital financial sector. Clarity 

in legal terms, procedural fairness, and adaptive supervision are decisive preconditions for the 

legitimization and sustainable development of crowdfunding as a viable investment instrument. 

Accountability and transparency in digital crowdfunding also serve as fundamental parameters 

for attracting foreign investment and advancing Indonesia's global competitiveness. 

Comparative analysis with more mature jurisdictions demonstrates that regulatory 

harmonization and effective enforcement are crucial determinants of investor confidence. By 

resolving persistent regulatory fragmentation and ensuring comprehensive legal protection for 

investors, the Indonesian financial sector can foster a resilient investment environment, 

minimize systemic risk, and enhance the social utility of digital financial services. 

This study aims to systematically evaluate how Indonesian legal frameworks achieve investor 

protection within digital crowdfunding, focusing on the congruence between regulatory 

intentions and actual practice. The analysis critically assesses the efficacy of current OJK 

regulations, reviews the role of supervisory institutions, and explores the boundaries of data 

protection for investment participants. The study contributes by clarifying legal ambiguities 

and presenting recommendations for improving protection mechanisms, ultimately enhancing 

transparency and trust within the digital financing ecosystem. The insights provided are 

expected to inform policymakers and legal scholars seeking to refine and advance regulatory 

frameworks in the evolving digital economy.  
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RESEARCH METHODS 

This study adopts a qualitative literature review grounded in thematic synthesis to unravel the 

legal dimensions of digital crowdfunding and investor protection in Indonesia. The 

methodological foundation rests on the systematic collection, categorization, and critical 

analysis of academic books, peer-reviewed journal articles, and regulatory documents pertinent 

to the legal frameworks governing crowdfunding. A thematic approach is employed not only 

to identify recurring patterns and core themes within the literature but also to facilitate an 

integrated understanding of complex legal phenomena (Thomas & Harden, 2008). This 

approach is suitable for interrogating qualitative sources that illuminate the intricacies and 

ambiguities of regulatory regimes and their practical consequences. 

The research design prioritizes comprehensiveness and analytical rigor through multilayered 

data triangulation. Sources are selected based on their scholarly contribution, relevance to the 

Indonesian legal context, and methodological soundness. By triangulating perspectives from 

doctrinal legal scholarship, socio-legal studies, and comparative analyses of domestic and 

international regulatory regimes, the study aims to construct a nuanced narrative of the 

challenges and prospects for investor protection within digital crowdfunding. The process 

involves systematic searching of electronic databases, critical appraisal of source validity, and 

transparent documentation of the analytical process (Bowen, 2009). This methodology is 

suitable for generating deep insights, as it allows for the synthesis of empirical findings with 

normative legal theories. 

The interpretive stance of this analysis follows established qualitative legal research traditions. 

The process emphasizes analytical depth and objectivity by continuously cross-referencing 

legal texts, statutory materials, and judicial interpretations that shape the regulatory landscape. 

Thematic synthesis serves as the analytical lens, integrating descriptive mapping and critical 

appraisal to highlight key convergences and divergences across the literature (Braun & Clarke, 

2012). Through this methodological orientation, the research disentangles the coexistence of 

regulatory strength and weakness, identifies persistent obstacles, and proposes avenues for 

reform with a focus on logical coherence and legal precision. 

RESULTS AND DISCUSSION 

Comprehensive Investor Protection in Digital Crowdfunding 

The effectiveness of Indonesian legal frameworks in offering comprehensive investor 

protection within the digital crowdfunding landscape must be examined through an analysis of 

both regulatory instruments and their implementation in real-world platform practices. The 

issuance of OJK Regulation No. 37/POJK.04/2018 and its successor, Regulation No. 

57/POJK.04/2020, represents Indonesia’s principal legal initiative for overseeing equity 

crowdfunding and securities crowdfunding platforms. These regulations introduce essential 

elements of investor protection by stipulating licensing obligations, capital requirements, data 

transparency, fundraising limits, and the necessity for platforms to publish risk disclosures 

(Nugroho, 2023). In theory, these provisions are crafted to prevent abuse by unlicensed 

platforms and limit the potential for financial losses due to negligent management or fraudulent 

schemes. 
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An evaluation of current legal frameworks reveals merits in the statutory architecture 

established by the OJK; however, empirical realities show that operational enforcement lags 

behind regulatory objectives. The regulatory mandates for platform registration and oversight 

are not always accompanied by strict enforcement, as demonstrated by the continued operation 

of platforms outside the regulatory perimeter (Aziz, 2024). The dichotomy between the formal 

requirements of OJK regulations and their practical enforcement exposes a vulnerability that 

undermines investor confidence. This discordance is exacerbated by inconsistent monitoring, 

where only selected platforms are thoroughly audited, allowing less compliant operators to 

retain market relevance despite potential legal infractions (Riska & Hapsari, 2021). 

From a substantive law standpoint, investor protection hinges on requirements for transparent 

information disclosure, risk mitigation mechanisms, and the proper handling of investor 

grievances. While OJK’s regulatory scheme enumerates disclosure obligations, many 

platforms fail to present comprehensive information regarding business models, projected 

risks, and dispute resolution channels (Noor et al., 2023). This limitation burdens investors, 

particularly retail participants, with the challenge of deciphering convoluted or incomplete 

information, thus diminishing their capacity for rational investment decisions. Practical 

evidence illustrates that these informational asymmetries often result in investors being 

unaware of the true risk profile of ventures promoted through crowdfunding, potentially 

exposing them to economic loss (Pratama & Setiawati, 2023). 

Another critical aspect is the implementation of investor grievance mechanisms and the 

availability of credible dispute resolution procedures. OJK regulations require platforms to 

institute internal complaint-handling systems, yet these mechanisms are too frequently 

internalized by the platform provider itself, leading to perceived or actual conflicts of interest 

(Hasibuan, 2020). In the absence of third-party or independent redress procedures, investors 

who suffer losses from failed projects or operational misconduct are often left without effective 

recourse. Institutional gaps persist, as Indonesia’s courts and alternative dispute forums have 

not fully adapted to address the unique dynamics of digital crowdfunding transactions, further 

complicating investors' pursuit of a remedy (Noor et al., 2023). 

A further weakness pertains to the absence of a cohesive framework for ensuring the legal 

validity and enforceability of electronic contracts within crowdfunding environments. The 

foundational elements of contract law—offer, acceptance, consent, and consideration—must 

be substantiated in a digital setting to prevent legal ambiguity (Sulaiman et al., 2023). Notably, 

although Indonesia’s Electronic Information and Transactions Law (ITE Law) and OJK 

regulations recognize the validity of electronic contracts, the procedural assurance of investor 

consent remains inconsistent, as several platforms rely on implied or opt-out consent 

mechanisms rather than explicit and informed agreement. This dichotomy leaves room for 

disputes over contract interpretation and performance obligations. 

Personal data protection forms another salient legal concern for investor security. Many 

crowdfunding platforms engage in extensive data collection, handling highly sensitive 

information without robust safeguards or transparent privacy policies. Although Law No. 27 

of 2022 on Personal Data Protection theoretically extends to crowdfunding activities, empirical 

studies illustrate a persistent gap in implementation (Aziz et al., 2023; Baraja et al., 2023). Not 
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all platforms appoint a data protection officer or develop comprehensive cybersecurity 

frameworks commensurate with the risks of large-scale data breaches or identity theft. These 

deficiencies are particularly acute given that identity fraud and unauthorized data transfer 

remain among the leading complaints voiced by investors (Mirfandaresky & Kaimuddin, 

2022). The inconsistent enforcement of privacy measures increases the risk exposure of both 

platforms and participants, undermining trust in digital financial services. Furthermore, without 

baseline standards for encryption, third-party data sharing, and incident response mechanisms, 

regulatory compliance becomes fragmented and superficial. This regulatory fragmentation not only 

complicates the accountability landscape for data controllers, but also hinders the ability of 

regulatory authorities to monitor and sanction non-compliance effectively. Investors’ willingness 

to participate in online crowdfunding is consequently diminished by heightened apprehension 

regarding the security of their personal and financial data. The establishment of standardized 

operational protocols and stronger oversight mechanisms is imperative to ensure robust data 

stewardship that aligns with the evolving threat landscape and investor protection imperatives. 

Regulatory responses to these legal and practical lacunae must also be considered in the light 

of international comparator regimes. The United States, through the JOBS Act, and the 

European Union, via the European Crowdfunding Service Providers Regulation (ECSPR), 

have moved to ensure minimum standards for platform transparency, risk warning, investor 

vetting, and the provision of independent complaint mechanisms (Rajan, 2023; Emmert, 2023). 

These regulations directly address gaps identified in Indonesia’s regime by instituting 

mandatory third-party mediation for disputes and standardized risk-rating systems. The 

comparative deficiency in Indonesia’s framework is particularly pronounced in the degree of 

investor education and the establishment of external regulatory oversight beyond binary 

platform supervision. 

Managerially, OJK and Indonesian policymakers need to advance toward a model of regulatory 

technology (RegTech), which would enable real-time monitoring and risk detection capabilities 

for crowdfunding activities (Noor et al., 2023). Leveraging advanced analytics and automated 

supervision could considerably enhance the identification of red flags, fraudulent behavior, or 

systematic non-compliance across platforms. Fostering collaboration with industry associations, 

consumer protection agencies, and other regulatory bodies would enhance the robustness of 

safeguards, as illustrated by best practices in the fintech sector globally (Ali et al., 2024). 

Adopting RegTech is crucial not only for operational efficiency but also for fostering a 

proactive rather than reactive regulatory culture. The integration of machine learning and big 

data analytics can help anticipate emerging threats and adapt oversight strategies dynamically, 

thereby reducing the lag between regulatory infractions and enforcement action. Moreover, a 

unified digital regulatory infrastructure can streamline inter-agency coordination, minimizing 

information silos and fragmentation that undermine comprehensive supervision. By 

standardizing reporting requirements and creating interoperable communication systems, 

authorities can more effectively aggregate data and develop holistic risk profiles for both 

platforms and users. The success of such regulatory innovation hinges on continuous 

stakeholder engagement, regulatory adaptability, and sustained investment in technological 

capacity, ensuring that oversight mechanisms stay ahead of evolving risks while supporting 

sustainable growth in the crowdfunding industry. 
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The regulatory architecture in Indonesia requires alignment not only with the formal-legal 

dimensions of investor protection but also with dynamic socioeconomic transformations that 

define the current financial ecosystem. Platform innovation continues to outpace regulatory 

adaptation, generating gaps that must be resolved through a combination of legal reform, 

institutional strengthening, and targeted public education (Faridi et al., 2023). In this vein, an 

adaptive approach to lawmaking, coupled with consistent stakeholder engagement, remains 

essential to maintain legal certainty and trust within digital crowdfunding. 

Empirical data collected from platform operations indicate a persistent tendency by some 

providers to circumvent investor protection laws by outsourcing risk or shifting liability 

through creative contractual structuring. For instance, certain platforms limit their 

responsibility for due diligence or project verification, transferring the entire risk to uninformed 

investors. While such clauses may be deemed legally valid under contract law, they conflict 

with the regulatory purpose of promoting investor security and can lead to disputes and 

litigation. This reflects the urgency for clearer legislative guidelines and enforcement priorities, 

particularly in prohibiting abusive contractual terms that contravene the spirit of proportional 

investor protection. 

The discussion highlights that while OJK regulations provide a substantial normative 

framework, their practical realization remains uneven. This is evident in the lack of uniform 

standards for information transparency, insufficient enforcement of data protection 

requirements, and the absence of credible, independent mechanisms for dispute resolution. 

Furthermore, the legal provisions’ reach is limited by the decentralized and borderless nature 

of many digital financial services, emphasizing the necessity for effective cross-border 

regulatory cooperation. 

The structural deficiencies within Indonesia’s regulatory regime for crowdfunding result in a 

paradox, where the intention to democratize financial access through digital innovation is 

continually undermined by gaps in legal oversight and enforcement. The current legal regime 

at times resembles a declaratory rather than an operational framework, where market practices 

move faster than regulatory interventions. Investors remain exposed to information asymmetry, 

data leaks, contractual ambiguity, and sporadic platform compliance. 

In summary, the effectiveness of Indonesia’s legal frameworks in affording comprehensive 

investor protection in digital crowdfunding exists primarily at the normative, rather than 

operational, level. The critical challenge lies in translating the intentions embodied in OJK’s 

regulatory schema into consistently enforced practices that secure tangible legal benefits for 

investors. This translation requires a more concentrated focus on cross-sectoral collaboration, 

advanced regulatory monitoring, and persistent legal reform in response to ongoing 

technological evolution. 

Moving forward, the resilience and credibility of Indonesia's crowdfunding sector will 

increasingly rely on the state’s capacity to institute independent complaint-handling, guarantee 

the enforceability of electronic contracts, and mandate rigorous data protection standards. 

Without such advances, digital crowdfunding may remain vulnerable to legal and operational 

shortcomings—even as it continues to flourish as an alternative avenue for capital mobilization. 
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Obstacles in Data Security and Privacy Protection for Investors 

Data security and privacy protection represent fundamental components of legal certainty 

within digital crowdfunding. However, prevailing regulations and the operational reality of 

platforms in Indonesia reveal persistent and substantial obstacles. The core challenge lies in 

the divergence between normative regulatory intent and the adequacy of implementation 

mechanisms. Law No. 27 of 2022 concerning Personal Data Protection theoretically provides 

a legal foundation for safeguarding personal information within the digital financial ecosystem. 

This law sets forth explicit principals, including lawfulness, transparency, purpose limitation, 

data minimization, and accountability. In parallel, OJK Regulation No. 57/POJK.04/2020 

mandates that crowdfunding providers ensure the confidentiality, integrity, and availability of 

user data through “appropriate technical and organizational measures.” Despite these 

overlapping layers of regulation, numerous studies suggest that effectiveness in practice 

remains limited and fragmented (Aziz et al., 2023; Baraja et al., 2023). 

Empirical evidence demonstrates that many digital crowdfunding platforms collect a 

significant volume of sensitive data from investors, including financial records, identity 

documents, and personal contact information. In practice, platform operators do not always 

employ robust cybersecurity frameworks or appoint specialized data protection officers as 

mandated by Law No. 27/2022 (Baraja et al., 2023). Regulatory supervision with respect to 

cybersecurity compliance is complicated by a lack of uniform technical standards and 

unreliable audit mechanisms. Some operators only implement rudimentary security features, 

leaving critical vulnerabilities unaddressed. As a result, the risk of unauthorized access and 

data leakage becomes tangible, exposing investors to psychological and financial harm. 

Reports of identity theft and unauthorized use of personal information have increased in tandem 

with the expansion of digital financial services (Mirfandaresky & Kaimuddin, 2022). 

The legal landscape is further complicated by the absence of explicit, prescriptive requirements 

within OJK Regulation No. 57/POJK.04/2020 concerning mandatory encryption, advanced 

authentication protocols, or incident response procedures. As a consequence, data protection 

becomes highly contingent upon each platform’s discretionary policies rather than statutory 

mandates. Regulatory reliance on principles, rather than detailed obligations, leaves 

interpretive gaps readily exploited by non-compliant operators. These weaknesses are reflected 

in the lack of mandatory external audits, minimal regulatory reporting on data breaches, and 

insufficient punitive measures for violations (Aziz et al., 2023). 

Investor redress for breaches of data security remains ambiguous within the existing legal 

structure. Although Law No. 27/2022 outlines pathways for submitting complaints and 

receiving compensation for damages, procedural clarity is lacking regarding the threshold for 

liability, quantum of restitution, and enforcement of judicial awards. Many investors, especially 

those with limited legal expertise, encounter procedural barriers in claiming restitution or even 

realizing that their rights have been violated. Platforms often use complex, ambiguous language 

in consent forms, diluting the unequivocal requirement for informed and explicit consent, thus 

potentially exposing investors to involuntary data transfer or misuse (Aziz et al., 2023; 

Sulaiman et al., 2023). 
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Comparative perspectives strengthen the diagnosis of regulatory gaps in Indonesia. In the 

European context, the General Data Protection Regulation (GDPR) requires data controllers 

and processors to maintain comprehensive records, report data breaches within strict timelines, 

and subject themselves to stringent external oversight. The absence of similar requirements in 

Indonesia’s normative regime, especially as it pertains to prompt mandatory breach reporting 

or rigorous independent auditing, stands out as a principal deficiency (Baraja et al., 2023). 

Investors, therefore, cannot reasonably expect real-time transparency or effective recourse if 

their privacy is compromised, further weakening market confidence. 

The quality of platform-level governance presents an additional obstacle to data security and 

privacy protection. Crowdfunding providers frequently prioritize rapid scale-up and user 

acquisition, relegating data protection investments to subsidiary importance. Empirical 

research reveals that small to mid-scale platforms are unlikely to develop robust data 

governance architectures or allocate funds to enhance cybersecurity, especially in the absence 

of strict regulatory requirements or substantial reputational risk (Noor et al., 2023). These 

operational constraints interact with broader legal fragmentation and limited regulatory 

arbitration, creating a systemic vulnerability for investors. 

From the managerial side, regulators and platform providers have not universally invested in 

digital literacy or investor education regarding privacy risks. The lack of public understanding 

concerning the uses and misuses of personal data exacerbates informational asymmetry. 

Investors frequently acquiesce to sweeping data collection clauses, unaware of their rights or 

the technical risks attached to inadequate data storage and transmission systems. Legal 

mandates to ensure transparency and facilitate investor understanding, while present in 

principle, are inconsistently realized in daily practice (Faridi et al., 2023; Fitrotinisak et al., 

2023). 

Legal fragmentation between different statutory regimes compounds the obstacles faced by 

investors. For instance, the interaction of OJK regulations, Law No. 27/2022, and the ITE Law 

can leave unresolved ambiguities regarding which institutional forum holds ultimate 

jurisdiction over cross-platform breaches. This lack of regulatory coherence interferes with 

swift dispute resolution and frustrates efforts to enhance systemic accountability (Aziz, 2024). 

Enforcement and sanctioning power remain relatively weak in terms of deterrence. Current 

frameworks lack strong, automatic punitive provisions for platforms that fall short of data 

protection standards or fail to notify authorities of breaches. Financial and reputational 

consequences are insufficiently emphasized in law, thereby reducing the urgency for platforms 

to implement robust compliance measures (Baraja et al., 2023; Noor et al., 2023). This 

regulatory inertia enables a “compliance in form rather than substance” approach, where legal 

obligations are ostensibly fulfilled but actual protections devoid of meaningful implementation. 

The resilience of investor protection within Indonesian digital crowdfunding is undermined by 

a combination of legal ambiguity, institutional capacity constraints, and operational inertia. 

Although comprehensive data protection legislation is now in place, weak implementation 

mechanisms and decentralized regulatory fragmentation persist. These issues are further 

magnified by a lack of investor empowerment and inconsistent standards across platforms, 

leaving significant room for improvement. This regulatory inconsistency generates uncertainty 
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for market participants, which in turn inhibits the development of trust and long-term 

engagement within the ecosystem. Furthermore, the absence of harmonized guidelines impedes 

effective enforcement actions and creates loopholes readily exploitable by malicious actors. 

Enhancing investor protection thus necessitates a more coordinated approach, including the 

establishment of clear accountability frameworks and uniform compliance benchmarks to level 

the playing field. Strategic investment in regulatory capacity building, both in terms of 

personnel training and technological infrastructure, is essential for overcoming the inertia that 

often stymies reform. Finally, promoting greater transparency and strengthening investor 

education initiatives can empower stakeholders to make informed decisions while fostering a 

culture of shared responsibility and active participation in compliance oversight. 

Ultimately, comprehensive legal certainty in data protection for crowdfunding investors will 

require convergence between statutory clarity, consistent enforcement, and scalable technical 

standards. Without a unified commitment to translating regulatory principles into rigorous 

operational realities, investors remain susceptible to ongoing risks that threaten to destabilize 

public trust in the digital financial sector. 

In light of these considerations, Indonesian regulators are called to intensify both preventive 

and corrective measures, establishing robust minimum standards for cybersecurity, expanding 

mandatory external audits, and facilitating prompt, transparent mechanisms for complaint 

resolution. The transformation from normative aspiration to operational assurance in data 

security and privacy will be crucial to the long-term sustainability and sustained legitimacy of 

digital crowdfunding. 

CONCLUSION 

The analysis demonstrates that while Indonesia’s legal frameworks for digital crowdfunding—

anchored by OJK regulations and supported by statutory instruments such as Law No. 27 of 

2022—exhibit significant normative intent toward investor and data protection, practical 

obstacles undermine their effectiveness. Enforcement lags, legal ambiguities, and the 

divergence between regulations and actual platform practices persist as substantial 

impediments. Investors remain exposed to information asymmetry, insufficient grievance 

mechanisms, and varying data security standards. The evolution of digital crowdfunding as an 

alternative financing model is not matched by equally dynamic regulatory adaptation in 

practice. This results in investor protection existing predominantly at the legal-aspirational 

level rather than as a reliably enforced guarantee. 

These findings reveal the necessity of strengthening both preventive and corrective legal 

mechanisms to reinforce public trust and the structural stability of digital financial services. 

Institutional reforms must close the gap between legislative intent and operational assurance, 

ensuring that regulatory requirements are translated into effective protections. Approaches 

emphasizing technological supervision, independent audit mechanisms, and investor education 

will be critical in mediating the risks inherent to digital transformation. Moreover, establishing 

clear inter-agency coordination and harmonization across related legal domains will better 

safeguard investor interests and advance legal certainty. 
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It is recommended that regulators and stakeholders intensify sectoral collaboration and 

prioritize the development of robust compliance standards, including mandatory external audits 

and standardized protocols for privacy protection. The establishment of dedicated complaint-

handling institutions, tailored investor literacy programs, and the integration of technological 

regulatory tools should be expedited. Continuous review and refinement of regulations, 

informed by empirical evidence and best international practices, are essential to keeping pace 

with evolving market dynamics and technology-driven challenges. 
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